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FIRE WARNING SYSTEM BASED ON CAMERAS

NGHIEN CUU XAY DUNG HE THONG CANH BAO CHAY
DUA TREN CAMERA

Hoang Vin Thing, Pham Xuin Hoa, Hoang Vin Thanh
Truong Pai hoc Quang Binh

ABSTRACT: This paper introduces a warning system based on surveillance
cameras. The system is built based on the Django framework and the popular python
programming language for the purpose of detecting anomalies and sending alerts via
email and OTT messaging applications such as Zalo, Telegram, etc. to officers in order to
minimize the damage. This system will receive input data from the surveillance cameras;
then preprocess the input image and detect anomalies by using a deep learning model. If
there is an abnormality event, the system will send an alert to the officer. Currently, the
system is only integrated for fire alarms. In the future, it will be integrated with other
warnings such as traffic accidents, violent conflicts, entering restricted areas, etc.

Keywords: warning system, deep learning, Django.

TOM TAT: Bai bdo nay nghién ciru xdy dung hé thong canh bdo chdy dya trén
camera gidm sat. Hé thong dwoc xdy dung dwa trén méi trueong phdt trién website Django
va ngén ngit Idp trinh phé bién python véi muc dich phat hién chdy va giki canh bdo qua
email va cdc vimg dung nhdn tin OTT nhu Zalo, Telegram, ... cho nguwdi chiu trach nhiém xir
ly sw 6 khi xay ra van dé dé kip xu li mot cach nhanh chong giam thiéu thiét hai nhat. Hé
thong nety sé nhén dix liéu dau vao la hinh anh tir camera gicm sdt, sau dé tién hanh xie Iy div
liéu hinh anh dau vao va dp dung cdc mé hinh hoc sdu dé phat hién ra chdy. Néu ¢é chdy xay
ra, hé thong sé givi canh bdo dén nguoi ding. Trong tirong lai, hé thong cé thé tich hop thém
cac canh bao khac nhuw tai nan giao thong, xung dot bao lyc, xam nhdp vao khu vuc cam...

Tirkhéa: Hé thong canh bdo, ky thudit hoc sdu, Django.

1. GIOI THIEU

Trong nhitng nam gan ddy, voi su phat
trién ctia khoa hoc va ki thuat, viéc st dung
camera giam sat da khong con xa la voi cudc
song clia moi nguoi. Nhimng hé théng, nén
tang camera giam sat an ninh dang phét trién
va hoan thién nham dap umg nhu ciu cua
con nguoi. Trong viéc giam sat an ninh
trude kia chung ta phai bb tri con ngudi dé
giam sat theo doi gui canh bao khi c6 nhirng
su ¢0 xdy ra thi rat tn nhan Iyc va thoi gian.

Nhung gio' ddy, voi sy phat trién manh mé
ctia cong nghé nham dap tng day du nhu
cau cua nguoi ding va doanh nghiép thi
nhitng loai hinh cong nghé giam st an ninh
moi ra doi. Con nguoi duge thay thé bang
cac hé thong camera giam sat dit tai nhiing
vi trf chi dinh dé lién tuc thu hinh va giri vé
hé¢ thong may chii cho ngudi giam sat theo
ddi. Nho vay ma tiét kiém duoc thoi gian va
chi phi nhan luc, ddng thoi con 1am cho hinh
anh cta ca nhan, doanh nghiép dugc chuyén
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nghiép hién dai hon. Bén canh do, néu ¢6
bét ki su ¢d nao xay ra, hé théng camera an
ninh s€ gi lai, tir d6 1am tai li¢u bang chimg
dé tim ra duoc nguyén nhan va khic phuc
hdu qua van dé. Hé théng con ting cuong
cong tdc bdo mat, an toan - an ninh.

C6 thé noi, viée giam sat an ninh 1a
linh vuc quan trong va dugc quan tim dén
nhiéu trong céng chung. Tir khi ma cong
nghé thong tin ngay cang duogc phét trién
két hop vi tri tué€ nhan tao ra doi cung véi
su phat trién cta xa hoi thi viée gidm st an
ninh ngay cang vd cung quan trong. Tuy
nhién, hé thdng camera giam sat hién nay
con ton tai mot sd nhuoc diém nhu: hé
théng tuy da thuc hi¢n gidm sat mot )
chtrc nang co ban nhung chua c6 chtrc nang
tu dong canh bdo cho nguoi giam sat. Boi
vy, ngudi giam sat van luon phai theo dodi
man hinh hé théng 24/24h dé phat hién va
cha dong phong tranh cac rui ro ¢6 thé xay
dén. Bén canh dé, hién nay voisu phat trién
cuakithudthoc sau, hi¢u nang giam sat cho
cac hé théng camera an ninh c6 thé duogc
cai thién rat nhiéu.

Thé nén kha 1 d& hiéu cho su cap thiét
clia mot nén tang giam sat an ninh méi ra
doi voi cac chire nang hd tro ngudi dung tiét
kiém thoi gian va cong stre, phat hién cac sy
cb mot cach nhanh chéng. La sinh vién
cong nghé thong tin, ching em nhan thay sy
can thiét phai tim hiéu dé tai “Nghién ctru
xdy dung tng dung hé théng canh bao dua
trén camera giam sat”. Ngoaira, voi su phat
trién cua Internet, viéc gidm sat bing

camera qua mang Internet da gitp viéc

34

giam sat canh bao hi¢u qua hon, moi luc
moi noi. Mot trong nhirng dich vu phat trién
manh mé trong thoi gian gan day 1a dich vu
giam sat va canh bao thong qua Internet.
Pac biét, voi su phé thong cua dién thoai
thong minh, viéc canh bao cho nguoi dung
thong qua dién thoai thong minh ngay cang
hiéu qua hon bao gio hét. Va hé thong nay
dugc xay dung dé nhiam nghién ctru cac
phuong phap mdi, dugc st dung rong rai
trong thyc té va ky vong s& tré thanh mot
nén tang duoc phat trién dé 4p dung vao
thanh phd Pong Hai, tinh Quang Binh,
cling nhu cac dia phuong khac.
2. CAC MO HINH CANH BAO CHAY
DUATRENKY THUAT HQC SAU
2.1. Mo hinh NasNet-A-OnFire|[8]
NasNet-A-Mobile bao gom mot tich
chép 3%3 ban dau, theo sau bdi mot trinh tu
lap lai ba lan bao g@)m mdt s6 khodi
Reduction Cell va Normal Cell (Hinh 2).
Ca hai khdi Reduction Cell va Normal Cell
déu tiép nhan dau vao tir 6 trudc va 6 trude
do, tao ra mang phf?ln du. Khéi Normal Cell
s& st dung phép toan tich chap theo chiéu
sau, vdi 3 16p c6 kich cd nhan 3 x 3 va hai
16p ¢6 kich ¢& nhan 5 x 5. Reduction Cell
chua mot 16p 3x3, hai 16p 5%5 va hai 16p
7x7 ctia phép toan tich chap theo chiéu sau.
Madi ting s& c¢6 1 khdi Reduction Cell dé
giam d6 phan giai va hai khdi Normal Cell
thay vi bon nhu trong mé hinh gbc. Cac 16p
con lai 1a cac 16p tong hop trung binh hodc
t6i da. Tong s6 tham sd trong NasNet A-
OnFirela3,2 triéu.
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Hinh 1. Normal Cell va Reduction Cell trong m6 hinh NasNet-A-OnFire
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Hinh 2. M6 hinh NasNet-A-OnFire

2.2.M0 hinh ShuffleNetV2-OnFire|8]
ShuffleNetV2 bao gdm mdt 16p tich
chap 3x3 ban dau, theo sau 1a 16p tong hop
t6i da 3 x 3. Mdi tang s& chi c6 mot khi
Reduction Cell. S6 khdi Normal Cell cho
mdi téng lan luot luot 1a [3,7,3]. Tiép sau
cac khoi nay 1a mot 16p tich chap diém (tich
chap 1x1) va mot 16p tong hop toan cuc
(Hinh 4). Normal Cell bt dau bang cach
chia d4u vao thanh hai nira ¢6 s6 kénh bang
nhau, trong d6 mot nira khong thay d6i va
nua con lai cé ba 16p voi 16p tich chap 1x1
va mot 16p tich chap theo chiéu sau 3x3.
Kich thudc ctua dau ra bang voi ddu vao
trong Normal Cell. Cac kénh duoc nbi lai
va x40 tron dé tron cac kénh duoc truyén

qua cac nhanh. Thao tac nay dugc ap dung
trong ca hai ntra cua Normal Cell.
Reduction Cell khong phén chia cac kénh
va cé hai nhanh déu nhan duoc toan bd dau
vao. Nhanh bén phai cua n6 tuong ty nhu
nhanh phai ciia Normal Cell, tuy nhién 16p
tich chap theo chiéu sau c6 budc nhay 1a 2
dé giam kich thudc chiéu cao va chiéu rong
xubng con mot nira (Hinh 3). Viée sir dung
diém 16p tich chap diém va tich chap theo
chiéu sau cho phép mé hinh c6 thé tang sd
lvong 16p ma khong lam ting sé lugng
tham sb. ShuffleNetV2-OnFire 1a mot bién
thé cua véi cing mot nguyén tic co ban
thiét ké kién trac nhu ShuffleNetV2. Trong
ShuffleNetV2-OnFire bang cach ap dung
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chién lugc cat tia bd loc, cac tac gid cua[8]
da giam s6 luong kénh trong 16p tich chép
cudi cing, dan dén véi tong s6 tham sé mo
hinh chi 155, 617.

Nghién ctru [8] sir dung hai kién tric
CNN nay cho tadc vu phan loai 4nh chay
hodc khong chay. Ho str dung ki thuat hoc
chuyén giao (transfer learning) tir mé hinh
duoc huin luyén trén co s¢ dir li¢u
ImageNet bang cach g& 16p két ndi day du

O

cudi cling ciia ca 2 md hinh va thay thé bang
mot 16p mai chi ¢o 1 gia tri cho phén loai
nhi phan {fire, no-fire;.

Khi huin luyén, giai doan dau, cac 16p
cii s& dugc dong bang, chi huan luyén 16p
méi duoc thém vao. Pén giai doan sau, toan
bd mo hinh méi duoc huin luyén. Didu nay
gitip han ché nguy co bi qua phit hop (over-
fitting).

Channel Split
1x1 Conv 1x1 Conv
l BN ReLU | 3x3 DWConv BN ReLU
Biltoor) 3x3 DWConv
3x3 DWConv l BN (stride = 2)
l BN 1x1 Conv l BN
T @anvy BN ReLU 1x1 Conv
\ / BN ReLU / BN RelU
Concat Concat

!

Channel Shuffle

¢
O

|
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Hinh 3. Normal Cell va Reduction Cell trong m6 hinh ShuffleNetV2-OnFire
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Hinh 4. M6 hinh ShuffleNetV2-OnFire
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2.3. XAy dung hé thong canh bio dwa
trén camera giam sat
2.3.1. Giéi thi¢u hé thong

% So'do ciia hé thong

Phong giam sat
ERE L
—— e

Ung dung web

Céc camera

WAN

Nl a2 s
théng qua N GE" canh
NETWORK SMS,ZALO bdo
TELEGRAM,
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Tiép nhén

" dit liéu tir
cac camera
Phat hién
co sy cd
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. \7:-77--7‘-

Phong ke
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. manhinh
N\

\

GUri canh béo

EMAIL

(94

Do tuan tra
bao vé

Hinh 5. So db hé thong

- Phong may chu: Pay la noi luu trir va
quan 1y dit liéu ciia hé thong giam sat chay.
Phong may chu thuong dugc trang bi cac
thiét bi nhu server, 6 cimg, hé thong diéu
khién, bo luu dién, hé théng mang, ...
Nhiém vu ctia phong may chu la nhan dir
liéu hinh anh tir camera va xt ly dir liéu dé
phathién chay.

- Camera: Day la thiét bi quan trong
cuahé théng, duoc lép dat ¢ cac vi tri quan
trong nhu trAn nha, cira ra vao,... dé thu
thap dir liéu hinh anh. Hé thong s& nhan dix
liéu hinh anh tir cac camera nay dé phat
hién chay.

- Man hinh canh bao: Néu c6 chay
dugc phat hién, hé thong s& hién thi canh
b4o trén man hinh dé théng bao cho nhan
vién va gidm sat c6 chdy. Man hinh canh

béo thuong duoc dit tai vi tri d& nhin nhét
dé nhan vién c6 thé nhanh chéng phan ting
khi cé chay.

- Kénh canh bao: Hé thng s& giri canh
bao qua nhiéu kénh nhu SMS, Zalo,
Telegram, Email dé doi tudn tra bao vé
dugc thong bao ngay lap tirc khi co chay.

- Phong gidm sat: DBay la noi gidm sat
toan by hoat dong cua hé théng. Phong
giam sat dugc trang bi cac thiét bi nhu may
tinh, man hinh, ... dé giam sat tinh trang cua
hé théng va nhan thong bao khi cé chay.

- M6 hinh nhén dang chay, c6 thé ap
dung NasNet-A-OnFire va ShuffleNetV2-
OnFire. Qua trinh thuc nghiém trong [8] cho
thdy mé hinh ShuffleNetV2-OnFire phtt hop
v6i tmg dung thyc té hon. Vi vay, chung toi
da ap dung mo hinh nay cho hé thong.
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% Tién trinh hoat dong

Bit dau

Nhén dit liéu
ti camera

Xit Iy dit liéu duge
giii vé tit camera

St dung mé6 hinh
phét hién chay

Phat hién chay

Khong phat
hién chay

Hién thi canh béo Ién
man hinh va ghi cinh

bao cho nguoi dung

Két thiic

Hinh 6. So db tién trinh phat hién va canh bao chay

Nhan dir liéu hinh anh tir camera:

- Phong may chu s€ nhan dir liéu hinh
anh tir camera gui vé. Dit liéu nay s& dugc
truyén qua mang dé xt ly boi cac mo hinh
nhén dang chay.

Tién xtr ly dit liéu hinh anh:

- Dit liéu hinh anh duoc tién xur ly dé
chuén bi cho qua trinh phan tich. Qu4 trinh
tién xur Iy ny co thé bao gdm cit anh, diéu
chinh kich thudc anh, thay doi do sang,
chuyén d6i khong gian mau, xir Iy nhidu va
bat thuong, tng dung cac ky thuat khac dé
cai thién chat luong anh.

Strdung mo hinh nhan dang chay:
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-Sau khi dit liéu hinh anh da duoc tién
xtr ly, né dugc chuyén vao cac mo hinh
nhén dang chay, nhu NasNet-A-OnFire va
ShuffleNetV2-OnFire. Cac mo hinh nay s€
su dung céac thuat toan nhén dang chay dé
xac dinh xem anh c6 chay hay khong.

Duara canh bdo va guri thong béo:

- Két qua phén tich s& duoc hién thi
trén man hinh dé cho phong giam sat biét
xem c6 chay hay khong. Néu hé thdng phat
hién chdy, né s€ dua ra canh bdo va gui
thong bao qua sms, zalo, telegram, email
cho doi tun tra bao vé dé co nhitng bién
phép xtr Iy kip thoi.



% So do khéi chirc ndng ciia hé thong

Khéi chiic ndng
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bang nhap

Xem truc tiép
camera

Quan ly
camera

camera

Nhan canh
bao

Xem lai lich st
canh bao

Quanly
ngudi dung

dung
dung
a a Cap nhat
Cap nhat ay :
6ng ti théng tin
thong tin el

Phan quyén
ngudi dung

Hinh 7. So d6 khdi chirc ning cua hé thong

% So dé use case ciia hé thong -Dang nhép;

Hé théng ¢6 2 tac nhan chinh: - Quan ly camera;

-Admin; - Xem truc tiép camera;

- Nguoidung; - Nhan canh bao;

Céc tac nhan nay co thé thuc hién cac - Xem lai lich str canh bao;
use case khac nhau dé quan 1y hé thong. - Quan ly nguoi dung;

Use case bao gdm cac hoat dong chinh - Phan quyén nguoi dung voi camera.

cuah¢ thong, bao gom:
Pang nhap
%
Admin - LN
Nhan canh béo Nguoi ding
Xem lai lich st cdnh bao
Quan ly ngudi dung
Phan quyén ngudi dung

Hinh 8. So db use case ctia hé théng

39



TCKH&CN, 23.(02), 2023

2.3.2. Hinh anh giao dién hé théng

Time: 05/05/20230

FES: BiEE

Video 4

Video 5

#Camera 3

Bin quyén © 2023 Hoing Thing

Hinh 9. Giao dién trang chu

Tén cinh béo: Phat hien chay
Thot gaam: 05.03.2023 7-57.00 AM

Tén cash bio Phat hien chay
Thin gum: 03032023 7-57 00 AM

Tén cinh b Phat e chay
Thén g 0505 2021 757,00 AM

Tén cish bio: Phat hien chay
Tha gasm May 5. 3023, 757 am

Tén cish bio: Phat hicn chay
Thin gum: May 5, 2023, 757 a

Tén camh béo: Phat hien chay
Thén guam: May 5, 2023, 757 am.

Camera 2

Tén cish bio:
Thén gum: May

Tén cinh béo: Phat hien chay
Thin guam: May 5, 2023, 757 am.
CAMERA 2

Bin quyén © 2023 Hoang Thing

Hinh 10. Giao dién xem chi tiét camera theo thoi gian thuc

“ c @ wa : « 0CB v - BROGE O 0@

Solect End Date and Time

| The electric car suddenly burst into flames.

HINH ANH CANH BAO CAMERA 2

Bin quyén © 2023 Hoing Thing

Hinh 11. Giao dién xem lai lich str canh bao
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9 Théng tin Camera

Camera |

Khoding cach: 403.06 km, Thi

gian

Dio

Dling Hai - Quéng Bink

Vi tri Tim Quang Khai. Dang

Phi. Diing Hai @ @
Camera 2 ]
Khoang cach: 40462 km. Théi

gian 10 gib

Dio chi: Dng Héi - Qudng Bink

Vi et Lam Uy, Hi Dinh. Dang

Hai

Hinh 12. Giao dién xem danh sach camera hién c¢6 theo map
gwsAZTEE 1049AZT RGO 1 )
TsAfiTen Bl il T, @D o é Eo,_:i_c.nh_nao e Tcon a
« B8 o

- : e Hinh dnh minh hoa
CANH BAO CHAY KHU VUC

DONG HOI B p swrain

5

Hiru Nghi
hoangthangdSddt@gmail
Tinh trang ai dang cd ¢
Khu vyc: Nam Ly - Tréin Hung

danh gid va xir Iy kip théi.

o hoangthangdSddt@g... Homks
o bont
)g Hign tal dang c6 chay Hinh dnh minh hoa
- Khu vye: Nam Ly - Trdn Hung D90 giao Hiw Nghi

n 18:14,07/08/2023

Hau Nghi

Théi gian: 08:09, 09/05/2023
Xem hinh dnh @& dénh gid va x( Iy kip thoi.

Hé thing dinh kém hinh dnh chup duge tai hién trudng dé
ban cd thé dénh gid va xi Iy kip thei

Xin cém on!

M fameipg

&

Hinh dnh ddm chay

Giao dién gui canh bao
ve email

Tinh trang: Hién tai dang cé chay
Dia diém: Nam Ly - Tran Hung Dao giao

Théi gian: 08:06, 09/05/2023 4
Vui long lén ung dung dé xem hinh dnh dé |8

N Tioh trang: Hién tai dang co chay
Dia diém: Nam Ly - Tran Hung Dao giao

Giao dién guri canh bao
vé telegram

Tinh trang: Hién tal dang cé chéy
Dia diém: Nam Ly - Trin Hung Dao
giao Hiru Nghi

Théi gian: 20:02, 09/05/2023

Vui long truy cép vao website dé
xem hinh anh dé& danh gia va xi ly
kip thé

Sent from your Twilio trial account -
Tinh trang: Hién tai dang cé chay
Dija diém: Nam Ly - Trin Hung Dao
glao Hiru Nghi

Théi gian: 20:03, 09/05/2023

Vui long truy cép vao website d&
xem hinh dnh d& danh gid va xi ly
kip thi.

Sent from your Twilio trial account -
Tinh trang: Hién tai dang cé chdy
Dja diém: Nam Ly - Triin Hung Dao
giao Hiu Nghi

Théi gian: 20:02, 09/05/2023
Vui lang truy cip vao website dé
xem hinh dnh d& dénh gia va x{r Iy
kip théi,

Sent from your Twilio trial account -
Tinh trang: Hién tai dang c6 chdy
Dia diém: Nam Ly - Trin Hung Dao
giao Hiru Nghi

Théi gian: 20:03, 09/05/2023

Vui ldng truy cap vao website dé
xem hinh anh dé danh gid va x{ Iy
kip théi.

Giao dién gui canh bao
vEé sms

Hinh 13. Giao dién giri canh bao vé cac ing dung

3.KETLUAN

Bai bao nay di xay dung hé thong canh
bao dya trén camera giam sat vdi cac chic
nang phat hién dam chdy va giri canh bdo
qua email va telegram. Hé théng duoc xay

dung dya trén moi truong phét trién
website Django va ngdn ngit 1ap trinh phd
bién python. Hé thong dat dugc nhitng két
quanhét dinh nhu:

- Xay dung thiét ké thanh cong giao
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dién cta hé théng dam bao tinh thim my,
than thién, b6 cuc ciia hé thong hop 1y trong
trinh bay cac thong tin gitp cho nguoi dung
détiép can.

- Xay dung thanh cong cac chirc nang
chinh ctia hé théng nhu: phat hién ddm chay,
xem cac camera hoat dong, gui canh bdo,
xem lai hinh anh céc khu vuc xdy ra su cd.

Do chua c¢6 nhiéu thoi gian dé kiém
thir hé thong va chua rong vé luong nguoi
dung nén hé théng con thiéu sot rat nhiéu
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