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BUILDING A MULTI-FUNCTIONAL DATA COLLECTION
SYSTEM BASED ON INTERNET OF THINGS

THIET KE HE THONG THU THAP DU LIEU PA CHUC NANG
DUA TREN CONG NGHE IoT
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ABSTRACT: loTtechnology is becoming more and more popular and can be applied
to any area of life. At present, we need a data collection system that facilitates the process of
data collection in real-time, allowing specific, structured information to be gathered in a
systematic fashion, subsequently enabling data analysis to be able to conduct the best
analysis and prediction on the collected data. Most of the data collection solution today
relies on specialized electronic devices located far apart, then perform data collection and
analysis based on a fixed schedule. In this paper, we present the results of research and
build an integrated monitoring system (IMS) based on IoT technology. Our objective is to
propose a solution to connect loT sensors, digitize data and exploit existing network
infrastructure to conduct data exchange on cloud computing platforms. From there, the
data collected in loT systems can be used to cater to the different requirements in the
management and remote monitoring.

Keywords: [oT, integrated system, monitoring, neural network, object recognition.

TOM TAT: Hau hét viéc thu thap div liéu hién nay dwa vao cac thiét bi dién tr chuyén
dung dat cach xa nhau, sau do tién hanh thu thap 56 lidu va phdn tich theo mét lich trinh c6
dinh. Bai bdo nay trinh bay két qua nghién civu va xdy a’u"ng mét hé thong thiét bi gidm sdt
tich hop du"a trén cong nghé loT. Muc tleu nham dé xudt mét gidi phap ung dung cong nghe
IoTkét néi cdc cam bién moz trieong, s6 héa dit liéu va tén dung ha tang mang san cé dé tién
hanh trao déi dit liéu 1én nén tang dién toan dam may. Cac dit liéu da thu thap dwoc o cdac hé
thong IoT dwoc dimg phuc vu cho cde yéu cau khdc nhau trong qud trinh gidm sdt moi
truong va canh bdo.

Tirkhoa: 10T, tich hop, giam sat, mang neural, nhan dién doi turong.

1.PATVANDE

V6i su phat trién ciia cong nghé trén
nén tang IoT [5][7] thi qua trinh thu thap dix
lidu va truyén vé may chil trén nén tang
cloud tré nén dé dang hon, dap ung duoc
cac yéu cau co ban cua viée giam sat thong
tin moi truong [8] nhu giam sat dugc dir

liéu thoi gian thuc, hoat dong tu dong, st
dung nang luong thip [16]. ..

Hién nay, c6 rat nhiéu giai phap cho
viéc xurly cac cong viéc thu thap dir liéu dua
vao cong nghé [oT. Tuy nhién cac gidi phap
nay con mang tinh chét roi rac, chua dong
nhét vé mat thiét bi, chua da dang vé chirc
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nang [11][12] nhu cic cam bién DHTII,
SHT10... dung dé do nhiét do, 46 Am; cam
bién do cuong do anh sang; cam bién do ap
suat khi quyén BM 180, HP032. Ciing c6 rat
nhiéu nha cung cap dich vu dé trién khai
viéc thu thap va xa ly dir liéu IoT nhu
Microsoft, Errisson, Google, Logmein
[14]...

Céc hé théng Camera giam sat c6 mot
sO van d& ton tai nhu: Chi cho phép thu nhan
hinh anh, video; cac chiic nang tuy dong
canh céo khi c6 su ¢d bét thuong hodc vi
pham... thong qua hinh anh, video thuong
khong chinh xac; chua cé chuc nang nhan
dién ddi twong thong qua hinh anh, camera;
chua c6 hé théng WebSite luu trit, quan ly,
phan tich va théng ké su kién; chua c6 chuc
nang 1ap lich ty dong quan sat, chup hinh;
khong hoat dong dugc khi dugc lép dat tai
vi tri xa, khong c6 ngudn dién, khong cé
mang wifi. Viéc ing dung cong ngh¢ loT
d6ng vai trd quan trong nhim phuc vu quan
sat dia hinh, tao diéu kién thuan loi dé tim
kiém, xir Iy su ¢ nhanh chéng va giam cac
chi phi trong qué trinh kiém tra khic phuc
sau su cd [4][6].

Xuét phat tr yéu cu can c¢6 mot hé
thdng tu dong thu nhap va phan tich dir liéu
va yéu cau phai hoat dong tét trong cac diéu
kién thoi tiét khic nghiét (ning, mua, gio,
swong mu, ...) va lap dit tai noi khong c6
ngudn dién va wifi [9][15], bai bao dé xudt
giai phap xay dung mot hé théng IoT tich
hop da chtrc nang cho phép thu nhép dir licu
hinh anh, cac thong tin lién quan mobi
truong nhu nhiét dg, do Am, luong mua, tde
do gio, ...

BG cuc clia bai bao gdm cac ndi dung
chinh sau: Phan 2 trinh bay vé kién trtic va
ddc ta cac thanh phan cua mot hé thng
giam sat [oT tich hop. Phan 3 trinh bay mot
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s6 két qua ban dau trién khai thuc nghiém
hé théng. Két luan va huéng nghién ctru
trinh bay trong phan cudi.
2. THIET KE HE THONG IoT TiCH
HQP
2.1.Kién triic ciia hé théng

Phan nay dé xuit mé hinh kién trac
tong thé hé thong duoc trién khai bao gom
céc phan hé chinh: Phan hé quan 1y ban d6
s6, phan hé quan ly dir liéu thiét bi tich hop
hé théng, phan h¢ giam sat va canh béo su
¢ tur xa, phan hé 1ap lich van hanh tac
nghiép, phan hé bao cao théng ké theo yéu
cu nghi€p vu, hé théng WebSite lam
nhiém vu quan ly va luu trir dit liéu da
phuong tién va cung cip cac chtrc ning nhu
theo ddi truc tiép, tim kiém va tra ctu
video, quan ly camera, ...
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Hinh 1. So d5 mo6 ta kién trac hé théng
[oT tich hop.

Theo kién tric phan 16p cia hé thong
IoT dugc moé ta nhu Hinh 1, téng thiét bi vat
ly thure hién quan ly va giao tiép cac thiét bi
trong hé théng IoT. Céc thiét bi IoT co thé
phan thanh hai loai nhu sau: Thiét bi thong
thudng va thiét bi Gateway. Thiét bj thong
thudng s& tuong tac truc tiép voi network:
Céc thiét bi c6 kha nang thu thap va tai 1én



thong tin truc tiép 1én mang va cé thé truc
tiép nhan thong tin tir cac mang. Gateway 1a
déng vai tro giao tiép giita cac thiét bj IoT
va mang. Do ¢6 nhiéu IoT c6 kiéu két ndi
khac nhau, nén Gateway phai cé chirc nang
giao tiép dugc véi nhidu chuin mang tir c6
day dén khong day, nhu CAN bus, ZigBee,
Bluetooth hodc Wi-Fi. Mot thiét bj gateway
c¢6 thé giao tiép thong qua cac cong nghé
khac nhau nhu PSTN, mang 2G va 3G,
LTE, Ethernet hay DSL. Ngoai ra Gateway
con ¢6 chire nang chuyén dbi giao thirc: 1)
khi truyén thong & 16p Device, nhiéu device
khac nhau st dung giao thuc khéc nhau, vi
du, ZigBee voi Bluetooth, va 2) khi truyén
thong giita cac Device va Network, thiét bi
cam bién dung giao thirc khac (nhu
ZigBee), va mang dung giao thuc khac
(nhu congnghé 3G) [12][14].

Tang két ndi mang dit liéu c6 2 chirc
nang: diéu khién cac két ndi mang: nhu tiép
cén ngudn tai nguyén thong tin va chuyén
tai nguyén d6 dén noi can thiét, hay ching
thuc, uy quyén. ..; quan Iy két ni: tap trung
vao viéc cung cép két ndi cho viée truyén
thong tin cua dich vu/ing dung IoT [5][7].

Hé théng duoc thiét ké theo hudéng cod
kién trac ma, sir dung cac thu vién API dé
1ap trinh giao tiép voi nhidu thanh phan hé
théng. Co ché thu nhap va tong hop dit liéu
tir nhidu ngudn thiét bi; c6 chirc nang quan
ly, gidm sat va canh bao sém bang hinh
anh/video; phuc vu truy xudt cac sb lidu
nhanh chéng, chinh xac. Vi chic ning
cam bién - truyén théng - canh bao, hé
thdng s& gitip ngudi dung giam sat tir xa
theo ddi va nam bat tinh hinh hién tai trong
pham vi quan ly. Dit liéu dugc chuan hoa
truyén bao mat vé trung tim qua mang di
dong 3G/4G; xur ly dir li€u tir cac cam bién;
hoat dong trong diéu kién thoi tiét khic
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nghiét; str dung ngudn ning lwong mit troi.
2.2. Cac thanh phan chinh ciia hé thong
IoT tich hop

8B 0,
Hinh 2. So dd két ndi cac thiét bi [oT

Mo hinh két ndi hé thong IoT duoc dé
xuat bao gom cac khoi chirc nang chinh nhu
sau:

1) Khéi thu nhan hinh anh/video: bao
gdm cac Camera quan sat, luu trir dit licu
theo dinh ky va tién xtr ly dit liéu.

2) Khéi cam bién: Chira cac cam bién
do dugc cac thong s6 clia mdi trudng nhur
nhiét do, d6 4m, ap suit, anh sang, tdc do
gié vahudng gio.

3) Khoi s6 hoa dit liéu: Doi voi mot sb
cam bién khong chuyén doi dugc truc tiép
sang dir liéu sd, khdi nay co chirc ning
chuyén d6i dit liéu da do dugc chuyén sang
mot loai dit liéu c6 thé kiém soat duoc dudi
dang sd.

4) Khoi xir ly dit liéu: Bao gom bo xir
ly chiu trach nhiém tiép nhan, chuyén d6i
cac dir lidu tir cac cam bién hodc cac bd
chuyén d6i ADC sau d6 truyén dit liéu dén
hé théng luu tri.
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5) Khéi hién thi: Dit liéu sau khi duoc
xtr ly boi khéi xir 1y dir lidu s& goi dén day
dé hién thi két qua hodc gdi 1én céc dich vu
trén nén dién toan dam may xu 1y va su
dung cho céc nhu cau khéc nhau.

Thiét bi giam sat tich hop cho phép thu
nhép dit liéu tr moi trrong xung quanh bao
g6m thanh phan ngoai vi nhu Camera quan
sat va chyup anh c6 d¢ phan giai cao; céc
cam bién, thé nhé, thiét bi cam bién céc
loai. Thiét bi IoT Gateway cung cdp kha
nang luu trir va xur 1y tic thoi ngay tai chd
thu nhan thong tin tir nhu Camera, cac cam
bién va luu trit theo dinh dang dit liéu twong
mg; chirc ning truyén bao mat dir liéu vé
trung tdm thong qua mang di dong 3G/4G;
thiét 1ap cac ché d6 guri dir liéu theo dinh ky
hoic tirc thoi khi can thiét. Cac gateway nay
sé€ duoc lép dat tai chd cung v&i camera va
cac cam bién thu thap dir liéu. [oT Gateway
nhan dit liéu hinh anh tr camera va tién
hanh xtt 1y tai chd. Ngoai kha niang xtr ly tirc
thoi, sur dung Gateway con giip gidm luu
luong dit liéu truyén vé trung tim.
2.3.Nhan dién doi twong

Pé nhan dang va phat hién ddi tugng
trén nén tang hé thong nhung, bai bao lya
chon st dung m6 hinh YOLOv4 [1], day 1a
mot mo hinh CNN [3] dé phat hién ddi
tuong [2][10]. M6 hinh YOLO4 ap dung
mot sb thuét toan phat hién phat hién vat thé
nhanh, t6i wu hda cac phép toan thuc hién
song song gitp ting tbc d6 nhan dién va
tang do chinh xac. V&i muc tiéu khong chi
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12 du bao nhan cho vat thé nhu cac bai toan
phan loai ma con nham xé4c dinh vi tri cta
vét thé, YOLO cho phép phat hién duoc
nhiéu vat thé c6 nhin khac nhau trong mot
btic anh thay vi chi phén loai duy nhat mot
nhan cho mét birc anh [4][13].

Ciu trGc nhan dién vat thé cua
YOLOV4 bao gém cac thanh phan chinh
sau: 1) Backbone 1a 1 mo hinh pre-train cua
1 mé hinh hoc chuyén (transfer learning)
khéc dé hoc cac dac trung va vi tri cla vat
thé. Cac mo6 hinh hoc chuyén thuong l1a
VGG16, ResNet-50,... M6 hinh hoc chuyén
dugc 4p dung trong YOLOv4 la CSP
Darknet53; 2) Phan head duoc st dung dé
tang kha nang phan biét dic trung dé du
doan class va bounding-box. O phan head
c6 thé ap dung 1 tang hodc 2 tang; 3) Neck
nam & phan giita Backbone va Head. Neck
thuong dugc ding dé lam giau thong tin
bang cach két hop thong tin giita qué trinh
bottom-up va qué trinh top-down (do c6
mot s6 thong tin qua nho khi di qua qué
trinh bottom-up bi ton thit nén qua trinh
top-down khong tai tao lai dugc). Cac mod
hinh dugc dung trong qué trinh Neck cua
YOLOv4 1a SPP, PAN.

Hinh 3. M6 hinh nhén dién vat thé
YOLOV4 [1]
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Hinh 4. Két qua huin luyén

Céac budc huin luyén mé hinh bao
gdm: 1) Thu thap dit liéu (~ 10000 anh lién
quan dén nguoi, diéu, lia, khéi); 2) Panh
nhin dir liéu (labellmg); 3) Tién xir
li(CutMix, Mosaic....); 4) Thiét 1ap cac gia
tri huén luyén (Learning rate, burn-in,
iou_thresh, filters, num class,
momentum,...); 5) Huén luyén mo hinh; 6)
Panh gia két qua va xuit mo hinh dé chay
thuc té. Sau khi thyc hién huan luyén dir
lidu, d chinh xac trung binh mAP déi véi
tap kiém tra dat 72.34%.
3.KET QUA TRIEN KHAI

Hé théng thiét bi duoc trién khai thiét
bi tai thuc dia. Hé théng IoT duoc lép rap
theo so d6 nhu hinh 2, st dung board mach
nhing Nitrogen8M Mini: .MX8M Mini
Quad . Toan b thiét bi ctia hé thdng tich
hop dugc lép dat trong mot hop duoc son
tinh dién va chéng mua, gié (Hinh 5).

Két quanhan dién cac ddi tugng cua hé
thong dya vao dit liéu anh Camera va sit
dung mo6 hinh YOLO4 dé nhan dién phat
hién mot s6 ddi twong (Hinh 6 & 7).

i g e b= 00
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Hinh 6. Két qua nhan dién cac doi tuong
diéu bay, nguai leo tru dién.

Hinh 7. Giao dién Web hién thi dit liéu hinh anh
Camera, toc d¢ gid, nhiét do va luong mua
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Hinh 8. Giao dién Web quan Iy va hién thi
hinh anh/video giam sat tir xa.

Heé thong thiét bi giam sat tich hop IoT
str dung ngudn nang lugng mit trdi cho phép
thu thap dir liu tu dong, giam sat hinh
anh/video. Bén canh d6 hé théng con cung
cap céac thong tin vé diéu kién thoi tiét, do
mua, nhiét do nham gop phén vao cong tac
van hanh quan 1y kho bi, khu vuc doini ...
Cho phép phat hién sy ¢6 nham bao dam thu
nhap dit li¢u, giup tim ra nguyén nhan gy su
¢, tir 46 ¢6 nhiing bién phap xu Iy va phong
chéng, khong dé su cb twong tu lap lai.
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